Hughopmayuonno-cnpagounvle mamepuansl no HCU3HEHHOU CUMYayuu
«3awuma om MOUIEHHUKOB 6 cemu»

B pamkax denepanpHoro mpoekra «locygapctBo s moaein»y Munmudpsr Poccun
n Anamutmyeckun ueHtp npu IIpasurensctBe Poccmiickonn dPenepanuu peann3oBain
mupoBOl  CepBUC MO JKU3HEHHOM cuTyaruu «3ammMra OT  MOIIEHHUKOB
B cerw» Ha EnuHOM mopTanme TOCYAapCTBEHHBIX W  MYHHUIHUIAIBHBIX  YCIYT
(manee — ['ocycnyru) B LIeJIIX MPECEUCHUS U PEIOTBPAILCHHS MOILIEHHUYECKUX JEeHCTBUN
(https://www.gosuslugi.ru/scammer_protection).

CepBuc npenocTaBiIsieT BbIOOP CEAyIOMUX CUTyanuii: «MOmeHHNKH NMbITAITCS
noiayunts jpocryn kK [ocycayram» (3Ta cutTyalusi HampablieHa Ha TOMOIIb
B BOCCTAHOBJIEHMM KOHTPOJIA HaJl YYETHOM 3amuchio) U «S Xody 3alMTHTBLCS
OT MOLLIEHHMKOB B ceTW» (B JJAaHHOW CUTYallMM PeYb UJET O Croco0ax MpeaoTBpaIleHus
MPECTYIHBIX ICUCTBUIA).

B paMkax mepBoii cMTyanMu IpEACTaBI€HA MOAPOOHAs MHCTPYKLHS, B KOTOPOM
conmepkuTcs mHMOpPMAIUS O TOM, YTO JAeNaTh, €CIH TPaXIAaHWUH YK€ COOOIMI Tapoib
i ko 3 CMC MoIeHHHKaM.

B paMkax BTOpO#H cuMTyaumMu pacCMaTpPUBAIOTCS MEPHI, HANIPABJICHHBIC HA 3AIATY
OT KUOEPIPECTYTHUKOB (3aIpeT Ha ACHCTBUS C HEABMKUMOCTBIO, 3alpeT Ha 0(POpMIICHUE
JIOTOBOPOB CBSI3U, 3alpeT Ha TOJyYeHHWE KPEIWTOB M 3aliMOB, 3alllUTa yYETHOM 3amucu
C MOMOIIBIO JOBEPEHHOTO KOHTAKTa, MpaBuiia 0€30MacCHOCTH MPHU Tesle(POHHBIX 3BOHKAX),
a TakKe IMpPeACTaBICHbl METOJbl MPOTHUBOACUCTBUS (PUHAHCOBOMY MOIIIEHHUYECTBY
Y YEK-JIUCT 1O IU(GPOBOI TUTHEHE.

Cnpasouno: camosanpem — 000pP0BONbHOE O2paHUienlUe, KOMopoe 4el08eK
cam Ha cebs Hakaiaovieaem. 4moobl HUKMO He CMO2 0QopMums Kpeoumul U 3auMbl
Ha e20 UMsi — HU OH CaM, HU MOUIeHHUKU («3anpem Ha NoJyueHue Kpeoumos
U 3a1iM08»); Umoobbl He OONYCMUMb COBEPULEHUSL COENIOK C HEOBUNCUMOCTbIO Oe3 e20
JIUYHO20 yYacmusl Kak coocmeenHuka («3anpem Ha 0eticmeus ¢ HeOBUNICUMOCIBIOY),
YmoObl HUKMO He CMO2 3aKIOUYUMb 002080p HA MOOUNLHYIO C653b OM €20 Juyd
(«3anpem na oghopmnerue 002080p08 Cs3UY).

Josepennviti konmaxkm (daree — JK) — smo oOononnumenvuas 3awuma
yuemnou 3anucu Ha I'ocyciyeax om Oeticmeuti mowenHukos. /[K mooxcem cmameo,
Hanpumep, poocmeeHHux uau opye. llpu nonvimke 6occmaHo8nIeHUs O00CMYNA
K YYemHoU 3anucu noiv3oeamens Ha Homep menegona K 6yoym npuxooumsv cmc
0151 NOOMBepHCcOeHUs 8occmanosienus napois. J[K noomeepoum 3zanpoc, moibko
Ko20a ybeoumcsi, 4mo nojib308ameis He 86005M 8 3a0ayHcOeHuUe.

Kpome Toro, Ha crpaHuiie pa3MemieHbl TOJE3HbIE WHCTPYMEHTHI IS
K1OepOe301aCHOCTH.

B karajiore o0y4yawmumx KYpcOB CcOOpaHbl MaTepuayibl 10 MH(PPOBON
TPaMOTHOCTH — OT TPABHJI PE3EPBHOTO KOTTMPOBAHUSI TAHHBIX JO METOJIOB PACIIO3HABAHUS
nungeiikos (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxxke poctynHa ©6a3a MOIIEHHHYECKHX CXeM, KOTOpas IIOMOTaeT Y3HaTh
00 aKkTyallbHBIX criocobax oomana. Ha maHHBIE MOMEHT B HEHl COJEpKUTCA 86 CXeM ¢ UX
kpatkum onucanueM (https:// www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).




2

JIns1 OLIEeHKW CBOMX 3HAHWW, B CBOIO OYEpEllb, MOXKHO IPOUTH TECT MO HU(PPOBOH
rPaMOTHOCTH, KOTOPBIM ONpENeNuT YpPOBEHb OCBEIOMIICHHOCTH B JTOM cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

Crour OTMETUTh, YTO B paMKax BTOPOM CHUTyaluH, CpPEOu IIPOYEro,
HaxoauTcsi  ccbuika Ha  pazgen  «KubOepOe3omacHoctb —  3TO  mpoOCTO!»,
rie cobOpaHa moJiesHas wuHGOpMalUs O Pa3HOOOpa3HbIX IM(PPOBBIX  yrposax
(https://www.gosuslugi.ru/landing/cybersecurity).

B oraenpHBIX OJOKaX pa3MeEmICHBl PEKOMEHIAMH 10 KHOeprpaMOTHOCTH,
CHenuaIbHO pa3paboTaHHBIC IS IETEH W TTOKIIIBIX JIFOICH, KOTOPHIE CYUTAIOTCS HanboJiee
ySI3BUMBIMH B UHTEPHETE.

Ocoboe BHUMaHUE YACIICHO 3alUTe OT (DUINMWHTA, CO3/IAHUI0 HAJACKHBIX TapOJIeH,
3alUTe MOOMJILHOI'O YCTPOMCTBA U PO IIaKTUKE TeJIe(OHHOI0 MOIIEHHUYECTBA.

[ToMuMoO 3TOrO, Ha CTpaHUIAX 00EUX CUTYaINI pa3MelleHa NAMATKA ¢ M0JIe3HbIMU
CChIUIKAMM: Ha MHTEPAKTUBHYIO KapTy ¢ agpecamu MB/I Poccun; Ha nogauy 3asBieHus,
KanoObl WU MpeJioKeHus yepe3 ouimanbHbii cadt MBJ] Poccun; Ha BO3MOXKHOCTB
MOJIYYUTh OECIIATHYIO KOHCYJIBTALIMIO U TTIOMOLIb IOPUCTA 110 3aIUTE MPaB.

Taxxke B pazgene «Yacteie Bompocbl» («Moryr nu MOILIEHHUKH MpPOAATh
HEJIBOKUMOCTB») HAXOAUTCA CChUIKA HA HWHTEPAKTUBHYIO KapTy ¢ ajpecamu
MHOTO(YHKIIMOHANBHBIX LIEHTPOB (M®II).

Kpome Toro, Ha crpaHuniax o0emx CUTYyallMil pa3MeIleHbl CChUIKHU, MO3BOJISIOIINE
[IPOBEPUTH KPEJAUTHYI) HCTOPHUIO, COOOMIUTh O MOJO3PUTEILHOM 3BOHKE, MPOBEPUTH
o OopMIIEHHBIE CUM-KapThI, [0/1aTh kajo0y Ha BPETOHOCHEIN MHTEPHET-PECYPC, a TAKKe
OTBEThl HAa YacTO 3ajaBaeMble BOMpOChl: «Kak HACTPOUTh KOHTPOJIBHBIN BOMPOC?»,
«Kak aHHYTMpOBaTh KPEIUT, €CIIM MOIIICHHUKHA 0(OPMIUIH €ro Ha Bac uepe3 ['ocycimyru?y,
«KT0 Takoii 1pon ¥ Kak HE MONacTh B MPECTYITHYIO CXeMY?» U T.].




